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The purpose of this worksheet is to assist in the development of a department or agency specific Continuity of Operations Plan (COOP).  This worksheet is designed using a fill-in the blanks format, thereby allowing each department to assess their own capabilities and enter pertinent data.  Once completed, the collected data can form the foundation for the development of an agency or department specific plan.

This data collection focuses on three specific areas, including:

· Identifying and prioritizing essential functions

· Human capital (staff needed to accomplish the essential functions)

· Alternate facilities and reconstitution 

It is suggested that COOP data collection be accomplished in two target phases, as described below.  Following each phase, data collected should be imported into a comprehensive COOP plan that will be utilized to ensure your municipality can remain viable during a period of disaster.  These two target dates include:

· Phase 1 data collection 

· Identification, prioritization, and management of essential functions

· Identification of human capital

· Phase 2 data collection 

· Alternate facilities and reconstitution

PART 1 

IDENTIFICATION, PRIORITIZATION, AND MANAGEMENT OF ESSENTIAL FUNCTIONS

In this phase, you will identify those functions that are critical to the operation of your department or agency.  Once identified, you will prioritize those functions to determine which are more critical than others.

Essential functions are defined as those functions that enable an organization to:

· Maintain the public health and safety of the general public

· Provide vital services to the public

· Exercise civil authority

· Sustain the industrial or economic base during an emergency

In other words, essential functions are an agencies business functions that must continue with no or minimal disruption.

When considering essential functions, consider

· Those functions that must be continued in all circumstances, and

· Those functions that cannot suffer an interruption for more than 12 hours

Prudent planning requires that agencies and departments be able to resume essential functions within 12 hours and be capable of sustaining these functions for up to 30 days in a COOP environment.

After identifying all of the functions that are essential to your agency or department, each function should be prioritized according to:

· Its relation to and support for County specific functions, 

· The criticality of the function, and 

· Likely COOP triggers or scenarios (what is the potential event that is requiring the COOP plan to be implemented.  A listing of the major hazards that may affect the County is shown in Attachment 1.) 

On the chart below, list those functions provided by your agency or department that you determine to be essential.   Weigh this list of functions against the four criteria listed below.  When you have completed the list, prioritize the list, in descending order, based on the established criteria.

Essential functions are defined as those functions, which enable an organization to:

· Maintain the health and safety of the general public

· Provide vital services to the public

· Exercise civil authority

· Sustain the industrial or economic base during an emergency

	PRIORITY
	ESSENTIAL FUNCTIONS

	     
	     

	     
	     

	     
	     


Agencies should carefully review all of their organization’s missions and functions before determining those that are essential.  Improper identification of essential functions can have a negative impact on the entire plan, because other aspects of the plan are designed to support the identified essential functions.  If an agency or department identifies too many functions as essential, it risks being unable to address all of the identified functions.  

The continuity of essential functions will also be driven by the availability of:

· Trained personnel (human capital)

· Vital records and databases

· Supplies

· Equipment and systems

Orders of Succession

Succession to office is critical in the event that the agency or department leadership is unavailable, debilitated, or incapable of performing their legally authorized duties, roles, and responsibilities.

Orders of succession provide for the orderly and predefined assumption of senior agency offices, and those employees who perform essential functions, during an emergency.  

Delegations of authority are required to ensure:

· Continued operations for agencies and departments and their essential functions

· Rapid response to any emergency situation requiring COOP plan implementation

For each individual that performs an essential function, a minimum of two alternates should be designated.  These alternates should be clearly identified in the order of succession for the essential function.   Positions (primary and alternates) should be identified by title only.  This will ensure that the order of succession listing remains valid regardless of the name of the individual that is actually holding the position. 

All orders of succession should specifically state:

· To whom the authority is being delegated (by title, not name)

· The authority that is being delegated, including any exceptions

· The limits of that authority

· The circumstances under which delegated authority would become effective and when they would terminate

· The successor’s authority to re-delegate those functions and activities.

For each individual that performs an essential function, a minimum of two alternates should be designated.  These alternates should be clearly identified in the order of succession for the essential function.   Positions (primary and alternates) should be identified by title only.  This will ensure that the order of succession listing remains valid regardless of the name of the individual that is actually holding the position.   

Trained Personnel (Human Capital)

On the chart below, identify the title of the individual that is responsible for performing the essential function listed on page 5.   Then, identify the title and job classification of the two alternates that have been identified to succeed the responsible individual in the event of his / her inability to serve.  If two alternates are not available, your Department of Human Resources can work to identify alternates from another agency or department to support the essential function.  

	PRIORITIZED FUNCTION
	INDIVIDUAL, BY TITLE 

RESPONSIBLE FOR PERFORMING THE FUNCTION

	1
	TITLE

JOB CODE

PRI

     
     
ALT 1

     
     
ALT 2

     
     



For each of the individuals, listed by title on the table above, provide information regarding their potential successor.  Note – to conserve space the title is not listed however the prioritized function number from the previous table is shown.

	FUNCTION
	SUCCESSION PLAN ELEMENTS

	1
	The person to whom authority is being delegated has been defined in writing.

 FORMCHECKBOX 
  YES    FORMCHECKBOX 
  NO

The authority being delegated is defined in writing.

 FORMCHECKBOX 
  YES    FORMCHECKBOX 
  NO
The limits of the authority being delegated, has been defined in writing.

 FORMCHECKBOX 
  YES    FORMCHECKBOX 
  NO
The circumstances under which the delegated authority would become effective and would terminate has been defined in writing.

 FORMCHECKBOX 
  YES    FORMCHECKBOX 
  NO
The successor’s authority to re-delegate those functions and activities has been defined in writing.

 FORMCHECKBOX 
  YES    FORMCHECKBOX 
  NO
Has the successor been trained in the position?

 FORMCHECKBOX 
  YES    FORMCHECKBOX 
  NO

Can this position function remotely via telecommuting?

 FORMCHECKBOX 
  YES    FORMCHECKBOX 
  NO




PART 2

ALTERNATE FACILITIES AND RECONSTRUCTION

Vital Records

The identification, protection, and ready availability of electronic and hardcopy documents, references, records, and information systems needed to support essential functions during a COOP situation is another critical element of a viable COOP plan.  Agency and department personnel must have access to and be able to use those records and systems in conducting their essential functions.  They must also have procedures for protective and updating those records.  As a minimum, categories of these types of records are:

· Emergency Operating Records.  These include records and databases essential to the continued functioning or reconstitution of an agency during and after a COOP event.  Examples are emergency plans and directives, orders of succession, delegations of authority, staffing assignments, and related records of a policy or procedural nature that provide agency COOP personnel with the guidance and information resources necessary for conducting operations during a COOP situation, and for resuming normal operations at it’s conclusion.

· Legal and Financial Records. These include vital records critical to carrying out the essential legal and financial functions of an agency, by protecting the legal and financial rights of individuals directly affected by its activities.  Examples of this category of vital records are accounts receivable, contracting and acquisition files, official’s personnel records, social security, payroll, retirement, insurance records, and property management and inventory records. 

The COOP plan must account for the identification and protection of the vital records, systems, and data management software and equipment necessary to perform essential functions, and to reconstitute normal agency operations after the emergency. 

COOP personnel may also require other materials and resources.  If so, these materials and resources should also be considered “vital”.

On the table below indicate the record, by title, that your agency or department has determined to be vital.   Indicate whether the record is electronic or hardcopy, and how it is backed-up.  If the record is electronic, indicate if a remote data system is available that can allow you to access the electronic record or database.

	NAME OF VITAL FILE, RECORD, OR DATABASE
	FORM OF 

RECORD
	METHOD OF BACK-UP 

OR DUPLICATION

	     
	 FORMCHECKBOX 
  HARDCOPY

 FORMCHECKBOX 
  ELECTRONIC
	RECORD IS BACKED UP   

 FORMCHECKBOX 
  YES      FORMCHECKBOX 
  NO

IF YES, WHERE?       
RECORD IS HAND CARRIED OUT OF WORKSPACE TO A REMOTE LOCATION IN AN EMERGENCY  

 FORMCHECKBOX 
  YES      FORMCHECKBOX 
  NO

IF YES, BY WHOM?       
RECORD IS PRE-POSITIONED AT A REMOTE LOCATION

 FORMCHECKBOX 
  YES      FORMCHECKBOX 
NO

IF YES, WHERE?       
IF RECORD IS ELECTRONIC, IS A COMPUTER SYSTEM AVAILABLE AT A REMOTE LOCATION TO ACCESS THE RECORD OR DATABASE?  

 FORMCHECKBOX 
  YES      FORMCHECKBOX 
  NO




Alternate Facilities

The occurrence of an emergency or disaster event may require the agency or department to temporarily relocate to alternate facilities in order to either maintain a COOP operation or to reconstitute its operation.  Alternate facilities fall into one of the following categories, which include:

· Existing agency controlled space  

· In this option the agency or department may utilize space that is currently being used for another mission (training or conference area)

· In this option, if possible, the agency or department should consider pre-wiring critical electronic systems and potentially pre-staging back-up vital records

· Co-location with another agency

· In this option an agency or department may share operational space with another agency or department or may utilize the same space but on a different shift

· Acquiring independent space to be held exclusively for an alternate facility

· This option, which is the most expensive, would allow the temporary relocation to a sole use facility.  Installation of electronic infrastructure would be necessary to support the operational needs of the agency or department.

Using the worksheet below, and on the following pages provide as much information as possible regarding the needs of your department if relocation to an alternate facility is required.  

1.
Essential Functions.  Identify the mission critical functions, in priority order, to be performed at the alternate facility.

	PRIORITY
	FUNCTION 
	SQUARE FEET NEEDED
	PRIORITY FOR INFORMATION TECHNOLOGY RESTORATION

	     
	     
	     
	 FORMCHECKBOX 
  YES      FORMCHECKBOX 
  NO

	     
	     
	     
	 FORMCHECKBOX 
  YES      FORMCHECKBOX 
  NO


	DESCRIBE ESSENTIAL FUNCTIONS THAT REQUIRE A COMMON WORKSPACE (e.g. case management, procurement, etc.)
	NUMBER OF PEOPLE PER SHIFT WHO MUST FUNCTION IN THIS SPACE

	     
	     

	     
	     


2.
Alternate Facility Requirements

	WHEN THE ALTERNATE FACILITY IS ACTIVATED, HOW MANY HOURS PER DAY, AND DAYS PER WEEK WILL IT NEED TO OPERATE?

	DAYS OF THE WEEK
	START TIME
	FINISH TIME

	MONDAY – FRIDAY
	     
	     

	SATURDAY
	     
	     

	SUNDAY
	     
	     


	SHIFT
	START TIME
	FINISH TIME
	NUMBER EMPOYEES

	FIRST (MON – FRI)
	     
	     
	     

	SECOND (MON – FRI)
	     
	     
	     

	THIRD (MON – FRI)
	     
	     
	     

	SATURDAY
	     
	     
	     

	SUNDAY
	     
	     
	     

	TOTAL NUMBER OF PERSONNEL TO BE SUPPORTED (ALL SHIFTS)
	     


	DESCRIBE RELATIONAL ACTIVITIES THAT WILL IMPACT EACH WORKSPACE

(e.g.  procurement must be adjoining to finance, etc.)

	     

	     


3.
Infrastructure

	ELECTRICAL POWER REQUIREMENTS

	DESCRIBE SPECIAL POWER REQUIREMENTS, INCLUDING GENERATOR AND / OR UNINTERRUPTED POWER SUPPLY
	     

	DESCRIBE ANY SPECIAL ELECTRICAL / ELECTRONIC EQUIPMENT NEEDED

(e.g. computers, two-way radio, photocopier, etc.)
	     


	TELECOMMUNICATIONS

	NUMBER ANALOG LINES REQUIRED

(e.g. fax and modem lines)
	     

	NUMBER ISDN LINES REQUIRED

(e.g. standard telephone lines)
	     


	DATA REQUIREMENTS

	DEDICATED CIRCUIT REQUIREMENTS
	     

	SPECIAL DATA REQUIREMENTS
	     

	FRAME RELAY, DSL, ATM
	     

	LAN, WAN
	     

	VIRTUAL OFFICE

(are all line, instrument, calling card, and access capacity needs met for employees who will be performing in a virtual environment at a remote location?)
	     


	RADIO AND SATELLITE COMMUNICATIONS REQUIREMENTS

	RADIO COMMUNICATIONS NEEDS

(include tower requirements)
	     

	SATTELITE COMMUNICATIONS NEEDS

(indicate whether “K” or “CU” service)
	     


	PARKING

	NUMBER OF PARKING STALLS / SPACES REQUIRED
	     

	IS SECURED PARKING REQUIRED?  DESCRIBE

(interior or exterior)
	     

	DETERMINE THE HEIGHT OF THE TALLEST AND WIDTH OF THE WIDEST VEHICLE TO BE STORED IN AN INTERIOR PARKING AREA
	HEIGHT -      
WIDTH -      
LENGTH -      



	SECURITY

	DOES SECURITY CONSIDERATIONS REQUIRE SOLE TENANT OCCUPANCY OF SPACE?
	 FORMCHECKBOX 
  YES      FORMCHECKBOX 
  NO

	IS SECURED STORAGE FOR EQUIPMENT OR RECORDS REQUESTED?
	 FORMCHECKBOX 
  YES      FORMCHECKBOX 
  NO

	IF YES, DESCRIBE REQUIREMENT
	     

	IS THERE A REQUIREMENT FOR A SECURITY GUARD AT THE SPACE?
	     


	OTHER CONSIDERATIONS FOR ALTERNATE FACILITY SELECTION OR MODIFICATION.

(list any other relevant items here)

	     


ATTACHMENT 1 – PRIMARY HAZARDS THAT CAN AFFECT CHAMPAIGN COUNTY

	HAZARD CATEGORY



	Natural Disasters



	Earthquakes

	Flood

	Severe Heat / Cold

	Severe Thunderstorm / High Winds

	Tornado

	Winter Storm

	Technological / Industrial Hazards



	Commercial Transportation Accident

	Hazardous Materials

	Structural Collapse

	Utility Failure

	Wildland Fire

	Explosion

	Civil / Political Hazards



	Terrorism – Crisis Management

	Terrorism – Consequence Management *

	Riot

	Sabotage

	Civil Disturbance / Strikes

	Extortion

	Hostage

	Public Health Hazards



	Public Health Emergencies
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